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1. Introduction

ALCASAR is a free and open-source Network Access Controller (NAC). This document describes how to use
it and how to administer it.

The following screenshot is displayed for users. This page is available in English, Spanish, German, Dutch,
French, Portuguese, Arabic and Chinese depending on the browser’s settings. As long as the user is not logged
in, no traffic will pass through ALCASAR.

rexy-vn
Access Control Contréle d'acces

The homepage of the portal is available for any
browser connected on the network. By default, the
URL is http://alcasar.localdomain. From there,
users can log on, log out, change their password
and install the authority security certificate into
their web browsers.

y ‘E Change your passwerd
&

Administrators can access the graphical
ALCASAR Control Center (A.C.C) by clicking
the little notched wheel at the bottom right of the

page (or via https://alcasar.localdomain/acc/). The
network flows are ciphered (HTTPS). With Firefox, you can connect accepting a “authentication exception”.

For other web browsers, see §2.3 to configure them.

ACC is available in three languages (English, Spanish and French). Authentication is required with a login
name in one of the three following profiles (cf. §7.1) :

e profile « admin » can use all the administration functions ;
e profile « manager » is limited to user management functions ;
e profile « backup » is limited to a backup (of the log files) function.

Authentification requise B a0 e Y o
ALCASA 2

0 Le site https://alcasar demande un nom d utilisateur et un mot de passe Le site indique : = alcasar » — -

Utisateur: [ srszame : !
Mot de passe:

Irmanions symeme ; casar (192,168.162.1)

Garning : The intrusion detection YT TCT—

system of ALCASAR will forbid new ' '

connection attempts during 3’ if it

detects three connection failures on

ACC.
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2. Network architecture

Consultation network

- @ (“i’)
_— —

- ) Switch ((i”) (-b

Internal network card

WIFI Access Point

e e

|7

f' )
External network card

g Optional switch

.
.
.
.

e,

ISP broadband
modems/routers

On the ALCASAR network, devices can be connected with multiple technologies (wired Ethernet, Wi-Fi, PLC,
etc.). For all these devices, ALCASAR is the Domain Name Server (DNS), the time server (NTP), the network
parameters server (DHCP) and the default gateway.

CAUTION : On the consultation network, no other gateway (router) should be present.
Verify that your WIFI Access Points are in “bridge” mode.

The IP address setting of the network is defined during the installation process of the portal.

For example, with a class C network (default configuration)
*  Network IP Address : 192.168.182.0/24 (sub-net mask : 255.255.255.0) ;
*  Max number of devices : 253 ;
e IP address of the internal network card of ALCASAR : 192.168.182.1/24 ;
- Parameters of connected devices :
o available IP addresses : between 192.168.182.3 and 192.168.182.254 (static or dynamic) ;
o DNS server address : 192.168.182.1 (IP address of the internal network card of ALCASAR) ;
o DNS suffix : localdomain (this DNS suffix must be set in the static address setting of the client device) ;
o Default gateway IP address : 192.168.182.1 (IP address of the internal network card of ALCASAR) ;
o network mask : 255.255.255.0
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2.1. ALCASAR network settings

You can change ALCASAR network settings in the « system » + « network » menu.

a) IP configuration

Network configuration

INTERNET ¥ \mterface} enpls0 v |
Public IP address : 91.160.160.152 ) .
DNSn°L: 212.27.40240 |

DNSn°2 :[212.27.40241 | B 1971580250 |

Interface | enp2s0 v |

IP Address} 192.168.0.1/24 IP Addressi 192.168.182.1/24 |

I Apply changes !

If you modify the private network IP address, you must restart the devices connected on this network.

You can also change these parameters in a text console by editing the file « /usr/local/etc/alcasar.conf »,
then by running the program « alcasar-network.sh --apply ».

b) DHCP server

DHCP service

Current mode : enabled

| enabled v || Applychanges |
/M Before disabling the DHCP server, you must write the extern DHCP parameters in the config file (see Documentation)

Static |P addresses reservation

MAC Address IP Address Delete from list

74-D4-35-E2-85-9B |192.168.182.2 |ALCASAR

C0-56-27-EB-BA-8D||192.168.182.4 | AP-linksys

|oo-11-32-55-90-10 ‘192‘168.182‘3 |NAS ‘ )

30-05-5C-8F-4D-AB || 192.168.182.5 |Brother

MAC Address IP Address

B4-75-0E-93-9A-5E |192,168.182.8 |Switch-cave
[Ex.:12.2F 36-A4DF 43 [Ex.: 192.168.182.10 [Ex. : Switch \

B4-75-0E-93-DD-96|1192,168.182.9 | Switch-étage

- [ Il | || | |
NN-AN-RA-NFLT 2.5 111472 1TRR 1R2 11 I Tharmnetat {

The DHCP (Dynamic Host Control Protocol) server embedded in ALCASAR provides dynamically IP settings
to client devices connected to the network.

You must warn this DHCP server if you have devices that use static IP addresses (servers, printers, Wi-Fi
Access Point, switches, etc.). This avoids IP conflicts.

Be sure that no other router or DHCP server is connected to your network. Or be sure to well knowing how
manage multi-DHCP service (cf. §7.6 to manage the cohabitation with a A.D. © server).

0) Local name resolution

Fioet ame], 1P Address [oeiete from tot BT TN

|my T ‘192_168_182_5 ‘ ] |exemp|e : my_nas |exemp|e :192.168.182.10 |

| Apply changes | || |‘| | “ i |

As ALCASAR is the name server (DNS) on your LAN, you can ask it to resolve the name of your network
equipment in order for you to connect to them easily. In this example, the server which has the address
192.168.182.5 can be joined directly with its name “my_nas”.
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2.2. Parameters of the consultation network equipment

a) User’s equipment

A “User sheet” is available at the end of this manual.

Users only need a system in DHCP mode and a browser supporting « JavaScript ». The proxy settings must
be disabled. To be intercepted by ALCASAR, browsers must try to access an HT'TP (not HTTPS) website. If
they are not automatically intercepted, they can connect to the main portal web page with the following URL:

http://alcasar.localdomain.

b) Adding bookmark

On browsers, it can be useful to add ALCASAR homepage (http://alcasar.localdomain/) to bookmarks in order
to allow users to change their password, to log in/out or to install the ALCASAR authority security certificate
(see next 8).

0) Network configuration in static mode (servers, printers, WIFI access points, etc.) :

For these devices, the required parameters are the following :
+  default gateway : IP address of ALCASAR on consultation network
(192.168.182.1 with default settings) ;
*  DNS server : IP address of ALCASAR (192.168.182.1 with default
settings) ;
+  DNS suffix : localdomain

d) Time synchronization

ALCASAR includes a network time-server (« NTP » protocol) allowing you
to synchronize devices connected to the ALCASAR network. Thus, on

Windows or on Linux, you can define ALCASAR server as the time-server by |
right-clicking on the clock of the desktop. Enter « alcasar.localdomain ».

Annuler Réinitialiser ok

e) Encryption of network flows

Network flows to access the ACC are always encrypted. On the other hand, after its installation, ALCASAR is
not configured to encrypt user authentication flows. By leaving this mode, you accept the eavesdropping risk by
a malicious user connected to the consultation network. You can enabling or disabling the encryption of the
authentication flow via ACC : menu “System” + “Network” of ACC. You can also use the script “alcasar-
https.sh {--on|--off}”.

Cipher the network flows between users and ALCASAR

Yes w Apply changes

This cipher protocol uses TLS (Transport Layer Security) with a security certificate created during the
installation of ALCASAR. By default, browsers don't know the authority which has signed the security
certificate (we speak about an auto-signed certificate). So, one of the following pages is displayed when they
communique with ALCASAR for the first time:
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Your connection is not secure

The owner of alcasar.localdomain has configured their website improperly. To protect your information

from being stolen, Firefox has not connected to this website

Learn more

Advanced

Report errors like this to help Mozilla identify and block malicious sites

alcasar.localdomain uses an invalid security certificate.

The certificate is not trusted because the issuer certificate is unknown
The server might not be sending the appropriate intermediate certificates.
An additional root certificate may need to be imported

Error code: SEC_ERROR_UNKNOWN_ISSUER

Add Exception..

« Mozilla-Firefox »

Le centificat de sécurité du site n'est pas approusws !

Tika S LG VAN SR U BV SO DL S B W By DR
Som il i S D W L Tl W WS, R CTV S S g e
ol o ] bl G A T Wil ] il ity i R e i

L T

Fmmpirn guisd mime Briem d fu pidi

« Google-chrome »

Three solutions can be used to avoid the warning windows on web browsers :
« Let ALCASAR in its configration without cypher
« Get and install an official certificate (see §7.4)
+  Keep the original certificate and install in the browsers the Viemepiiopeeial mlmege

certificate of the security authority. To do that, click the zone
« Install ALCASAR AC certificate » of the ALCASAR homepage ==
to download this certificate (file: « certificat_alcasar_ca.crt »). For = E——

each browser, follow the following steps :

« Mozilla-Firefox »

Open an Internet session Install ALCASAR AC Certificate

Complementary hielp.

5
Change your password

From the Firefox menu, select "options". From the “Privacy and Security” section, select "View Certificates".
From the “Authorities” tab, import the downloaded certificate.

« Edge”, “Chrome » and “Safari”

@ Downloading Certificate

q
19
x

You have been asked to trust a new Certificate Authority (CA).

3: Trust this CA to identify websites.

procedures (if available).

View Examine CA certificate

__ Trust this CA to identify email users.
__ Trust this CA to identify software developers.

Do you want to trust "ALCASAR-local-CA" for the following purposes?

Before trusting this CA for any purpose, you should examine its certificate and its policy and

@ Ccancel « OK

In the browser menu, select « parameters », then “confidentiality”. Click “Manage certificates”. Then
« import » in the tab « Authorities ». You can also double-click on the downloaded certificate and follow the

next 3 steps :

Téléchargement de fichiers - Avertissement de sécurité

Voul

ouvrir ou i ce fichier ?

MNom : certificat_alcasar_ca.cer

a Type . Certificat de sécurité, 1,41 Ko
De : alcasar
Quvrir ] [ Enregistrer ] [ Annuler ]

. Lesfichiers téléchargés depuis Intemet peuvert étre utiles, mais ce
[ type de fichier préserte un danger potentiel. N'ouvrez ou
‘gj n'enregistrez ce programme que si vous Stes sir de son onigine.
Quels sont les isques 7

1 —click « open »

User manual

Certificat

Genéral [ Détais | Chemin daccés de certification

u:

raci rtification. Pour activer la
confiance, installez ce certificat dans le magasin
& it d fication de. ine de confi:

Délivréa: ALCASARHocal-CA

Délivré par:  ALCASAR-ocal-CA

Valide du 20/ 03/ 2011 au 13/ 03/ 2015

Installer le certificat.... Dédaration de émetteur

2 — click « install the
certificate »

ALCASAR -3.5.5

Assistant Importation de certificat

Magasin de certificats

Les magasins de certificats sont des zones systéme ol les certificats sont stockés.

Windows peut sélectionner automatiquement un magasin de certificats, ou vous
pouvez spedifier I'emplacement du certificat,

(©) Sélectionner automatiquement le magasin de certificats selon le type de certificat

(@ Placer tous les certificats dans le magasin suivant

Magasin de certificats :

Autorités de certification racines de confiance

3 — Choose the store « Trusted root
certification authorities »
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3. Managing users and their devices

v;aifmcsn{m User management interface is available in the menu « AUTHENTICATION »).
b Create a user You can .. . ) .
N - manage the networlf activity (disconnect a user, authenticate equipment);
S * Create, search, modify and TeImOVe USers Or User groups;
’E—mﬁta . - import user names from text files or from a backup of the users database;
Hm—gn_gm T - empty the user datal?ase; . . o '
’quc e - define trusted web sites that can be joined without authentication (exceptions);

e - manage the auto-registration system using GSM adapter and SMS.

k Auto registration

(SMS)

3.1. Network activity

This window displays systems and users on your network.

A connected user device. You can:
- Disconnect it;
- Access its characteristics by clicking on its name.

Activity on the consultation L2

P Adress MAC Adress User (X Device allowed permanently to browse the
172,16/5:231 |54-E-75-31-32-FD (Unkriown) rewy (Rexy) Disconnect Internet without authentication.

. I Dsconpse il | (trusted device - see §3.8.c)
S ‘ Device allowed temporarily to browse the
- Internet. You can disconnect it.

i —— Disconnect

Digsociate (P Termparardy suthorize

Digsociate @IP Temparariy suthorize

=< 1TD) \ Dissociate @IP | Termporariy authorize

T Mu[nmwze

Device connected on the ALCASAR network but with no user
authenticated. You can :
- Dissociate its IP address (required when you want to change its IP
address and ALCASAR had already recorded the previous one;
- Authorize it to browse Internet temporarily.

If you see some equipment with IP address “0.0.0.0”, that means that this equipment is configured with
A a static IP address. You should inform ALCASAR of that situation in adding the IP address of this
equipment in the DHCP static table (see §2.1.b).
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3.2. Creating groups

Generally, in order to minimize the administration load, it's interesting to manage user groups instead of each
user. For that, the first thing to do is to define the list of users' group to create.

When you create a user group, you can define attributes of all the users of this group. Let the attribute empty if
you don't want to use it. For assistance, click on the attribute name in the left column.

By default all users are in a group named “default”. Create this group name if you want to set some “default”
attributes to all your users.

Already created group(s)| Visitors v The name is case sensitive (« group1 » and « Group1 » are two different
— names) and can't contain any accents or special characters.
Group name = |
Expiry date S TEEE T T
Members of group : After this date, users of this group can't log in anymore. A - - = - 1o i
lizgprErmits iy 2 e @ e g i) week after this date, users will be automatically deleted. | o -2 > =2 o as e
/4 Click on the zone to see a calendar.
Expiration dat . .
LI Number of simultaneoust connections per user
Number of concurent login Examples : 1 = only one session at a time, « empty » = no limit, X = X
authorized concurrent sessions, 0 = account locked.
wNote : It's a good way to temporarily lock or unlock a user account.
Authorized period after the first connection -
{in seconds) s
Haximum fme fora sesson s v 5 limits of time duration
B e J—— When one of these limits is reached, the user is logged out. You can
T T Y hd . .
{in seconds) > use the drop-down menu to convert day/hour/minute in seconds.
Vi s ens 2 C°””ecti°”irf§;$igtsh z w Click on the name of these attribute to get help.
Maximum time of connection per day 2 ©
{in seconds)
il . C
. g Authorized periods in a week
Weekly period B . .
(example for a period from Monday 7 am to Friday 6 pm : Mo-Fr0700-1800)
Maximurm of data exchanged Click on the icon —— to see a timetable
{in octets) 20]
Maximum of data exchanged monthly
{in octets)
Maximum of data exchan_qed daily 5 guality of service parameters (QOS)
{in octets)

When the limit value is reached, the user is logged out.

Maximum upload bandwidth
{in kbits/second)
Maximum download bandwidth
{in kbits/second) URL redirection
Once authenticated, the user is redirected to this URL.
~—__The URL must contain the protocol name. Example : « http://www.site.org »

Redirection URL

Antivirus & domain Filtering — | Antivirus and domair ™™ ¥

Choose the filtering policy. |
explanatlons about the blacklist, Vg ist = wes antivirus
fllterlng syster| whitelist + WEB antivirus

None v
Network protocols T —
More
hoose here to filter or not the e prousing (1T & HrTes)
See 84 to set the customizec Web browsing, Mail et remote access
Customized

Kee ing session alive
Maintains user autorization until midnight for equipment on which the user has authenticated

WEB Antivirus

Network protocols filtering

Keeping sessions alive
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3.3. Editing and removing a group

Group : classrooml (-)
nove all membe

ers of this group © )
classroom] 7| Yes, remove

Click the name of the 5
group to edit it

Age you sure

Liste des groupes
-
Nombre d'usagers ~_
Groups managment
MEMBERS ATTRIBUTES REMOVE

=

s
T

&£

classroom1 =

138 Members to add -
i Separate the members with a "space’ or a 'carriage rehum’

_ Change |

Manage the selecled user

3.4. Creating users

By default, only most use attributes are displayed. Click on the “Advanced menu” button on the bottom of the

page to display all attributes.
% o5

Login and password are case sensitive —

(« James » and « james » are two different users) ’ o |—
You can affect a user to a group | ep———
. . . - E d
- The user inherits of the group attributes. i
Email Address
- If an attribute is defined both for a user and for his group, group Expirztion date
attributes takes precedence (except for attributes : “concurrent e ]
sessions”, “network protocols filtering”, “domain filtering” and finseconds)| 5+
“session time”)‘ Number of concurent login | 1
. . Filtering | None v
- When a user is a member of several groups, you can set his S— .
. . . . Voucher language -
primary group in the user attributes window (see next §). — S
—LIeadl IVanced menu

— Note: when creau.{ tiple tickets simultaneously

— - usemszme and pd are randomly generated, .
When the users are created, PDF vouchers are generated fields "Suma) S I To seg/hlde all
in the language of your choice. ‘ attributes
|
|
LT

TICKET D'ACCES INTERNET " ‘
e
A

Enter the number of users to create

Utilisateur : Alex . |

Mot de passe : duKbFUo9

Durée lotale autorisée : 1H Annuler

Durée d'une session : Illimitée

Durte joumalite - liminde If you create multiple users, it's interesting to fix an
Oate dexpiaton : 04-07 - 2012 expiration date (see the remark below)

Remark : if an expiration date is enabled, one week after this date, the user is automatically deleted. When
a user is deleted from the database, his connection logs are kept in order to be able to impute his
connections.
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3.5.

You can search users with several criteria (login name,
attributes, etc.). If you leave the criteria field blank, all users
will be listed.

Searching and editing users

Search eriteria| Login -
Vahe

(empty = all)

Start search |

Search criteria

Special attribute -

Attribute

Value
{empty = all)

| Start search |

Expiration date

piration date
Maximum time of connection(in seconds)
Maximum time for a session(in seconds)
Maximum time of connection per day(in seconds)
Maximum time of connection per month(in seconds)
Number of concurent login
Weekly period
Maximum of data uploaded(in octets)
Maximum of data downloaded(in octets)
Maximum of data exchanged(in octets)
Maximum upload bandwidth(in kbits/second)
Maximum download bandwidth(in kbits/second)
Redirection URL

The result is a list of users matching your search criteria. Each user's
toolbar includes the following functions :

User attributes

Préferences du dupont (DUPONT
Laic)

Mot de passe [ modification unddquetment )

Lemot depasse edste
Durée limite dune session|
(en secondes) 0
Durée limite journaliére
(en secondes) LD
Durée fimite mensuelle
(e secondes)
Pétiods hebdomadaire WkDB0D-1 700
Date dexpiration| 20 june 2009

Membre de
(e Eroupe anguel apartiont Pasager est sariigne)| | paul

Perso

nal information

Page d'information personnelle de
dupont (DUPONT Loic)

Nom comglet (HOM Prénond)| | DUPONT Loic

Ilail| dupont@loic. fr

Service| comptabiite

Téléphone

Téléphone bursau| 22020

Téléphone m

wbile]|-

General information (connections list, statistics,
password test, etc.)

Etat des connexions pour paulo (-
)

2008-01-06 22:58:30

L'utilisateur est en ligne depuis

Deleting a user

Suppression du User
paulette

‘ Etes-vous certain de vouloir supprimer le user paulette 7

Active sessions

(From here, you can disconnect the user)

Fermeture des sessions ouveries
pour l'usager : dupomi

Luusaget dupont a ] session(s) owvette(s)

i 00025 . .
Durée des connezions | Etes-vaus cettain de vouloit 1a fetmer ?
|
Serveur aleasar-rexy (152 168.182.1)
Port du serveur 1
|
@MAC de la station chente  [08-00-27-E7-EA-3% J
Upload not available Connectlons hSt
Devrlecd ot avadable (you can define an observation period)
. L'utilizateur peut sidentifier pendant unlimited
Sessions autorisées
e
Description compléte de
l'utilisateur - Dites s 2007-12.03 s 2008.05.11
F loggedin session time upload download server terminate cause callerid
1| 2007-12-26 141102 17 witmtes, 13 seconds 085MBs | Té5MBs | alcasar-ditisi3 UserRequest 00.0D-58-83-25.0F
Check Password 1] W08150029 | Wwinwies, 3 seconds | 5771K8s | 193MEs | dowswedtind | UseRequest | ULODJGDVBISE
— | 3| 2007-12-0313:35:30 13 wirites, 20 seconds 131 MBs | T3MBs | alcasa-ditisi2 UserRequest 00-0D-56-D3-B3-9B
e Totslpages| 51 mimutes, dseconds | 241 MBs| 1821 MBs
; o] ] i Utilisatenr ~ dehutdate  fin date nhrjpage classé le
- mensuel hebdomadaire | jownalier | par session = | E E
himite nene 1none nene nene
dmeaa ntilicaa |- N coconde M eecande |0NNN-17
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3.6. Importing users

In the ACC (menu « AUTHENTICATION », « Import ») :

a) From a user database backup

Import from a saved users database file (SQL format)

When you import a user database backup, the current database
will be emptied. Because this database needs to be provided in »
case of inquiry, a backup is automatically done (see §7 to “Send |
retrieve this backup).

Parcourir_ |

b) From a text file (.txt)

This function allows you to easily add users to the current database. This text file must be formatted like this :
one user login per line followed (or not) by a password separated by a space. Without a defined password,
ALCASAR creates one randomly. This file can come from a spreadsheet application :

- from the « Microsoft Office suite », record the file in « Text (DOS) (*.txt) format» ;

« from the « LibreOffice office suite », record the file in « Text CSV (.csv) » format and remove

separators (option « edit filter parameters »).

Once the file is imported, ALCASAR creates each new account. If the login name already exists, the password
is just changed. Two files in « .txt » and « .pdf » format, including login names and passwords, are created and
displayed in ACC for 24 hours. They are saved in the directory « /tmp » of ALCASAR (.pwd extension). These
files are removed if you reboot ALCASAR.

Import from a text file (".txt’
- (-txt) In order to ease the management of new users, you can

In this file, you must write only the user login one below the other. define their group.

Logins/passwords file imported during the last 24h - L————

File (txt) - | Parcourii_ | Aucun fichier sélectionne. - j
Define their group (advisable) : [f] —— For each import, a file including logins and password is

available for 24 hours (« txt » and « pdf » format).

Send
:| eleves
enseignants

3.7. Emptying the user database

Reset the users database

This function allows you to delete all the users in one click. A
backup of this database is automatically done. See §6.2 to retrieve
the backup. See previous chapter to re-inject it. [uSoud

» impute the last connections, the actual users database will be automaticly saved
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3.8. Authentication exceptions

By default, ALCASAR stop the network flow from equipment where no user is authenticated.
Nevertheless, you can define some exceptions in order to :

- allow auto update of antivirus and auto-update of operating systems (See §11.2) ;

+  to access a server or a security zone (DMZ) located behind ALCASAR ;

+ to allow some devices to not be intercepted.

a) Trusted sites
Trusted Internet domain names

Manage Internet domain names that can be jomed without authenbication

; Link displaved in tnh t | Remove fr : Link displayed m mterc
Domain names prayecim miercep i & o Domain names Py ep
page List page
free fr exemple] - .
| P , exemple] @ mydomain
- www.mydomain com .
|\1‘n:.&' alcasar net [a]casar website Let empty to not display knk

exemplel : yourdomain net

www wikipedia org I['.s'ikq}edia

_ Apply changes ]

|| Addto list |

In this window, you can manage trusted site names or trusted domain names. In case of a domain name, all the
linked sites are allowed (example : « .free.fr » allows “ftp.free.fr”, “www.free.fr”, etc.).
You can also decide to display these sites on the ALCASAR interception page displayed to users.

b) Trusted IP addresses

Trusted IP addresses

Manage systems addresses or networks IP addresses that can be joined without authentication

Trusted [P addresses Comments
|Tmsted]P addresses |Comments |Remm'e from list exemplel - 170252310 my_web_server
|192_158,18_‘-_3 |m'v' nas | [F] exemple? - 1520.20.0/16 my_dmz

Apply changes ‘ Add to list

In this window, you can manage trusted IP addresses or trusted network IP addresses (a DMZ for example). The
network protocol filtering, if enabled (see § 4.2.c), has no effect on the addresses mentioned here.

0) Trusted devices

It is possible to allow some devices situated on the consultation network to go through ALCASAR without
being intercepted. In order to do that create a user whose name is the MAC address of the device (written like
that : “08-00-27-F3-DF-68") and the password is “password”. It should be borne in mind that in this case, traces
of connection to the Internet will be charged to the device (not to a user). I EEE— TR [T YT
To display more information than only the MAC address, you can add user " oo i ost vo

2| 48-5B-39-4D-0D-77 (PC profs) | i F &8 bi of
information in the “user info” menu (like in the following screenshot). : - Ll LA
5 laurent_t LB D eleves
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3.9. Auto-registration

The objective of these modules is to propose to the users to self-register while assuring the owner of the
Internet subscription of the respect of the French legal requirements in terms of imputability (fight against
anonymous, non-traceable or ephemeral accounts).

a) BySMS

Purpose, principle and prerequisite
To create this module, we imposed the constraint that ALCASAR should not send any SMS (reception only) so
that the operating cost is null and that the licenses of communication operators are respected (standard SIM
card).

In order to work, this module required a GSM modem (also called “3G/4G key”) with its firmware updated’,
and a basic subscription to a mobile operator.

How does it work? The user who wants an ALCASAR account sends a simple SMS to the number of the
ALCASAR GSM modem. The SMS content is the password the user wants to have. When ALCASAR receives
the SMS, it creates a new account where the phone number is the login and the text of the SMS is the password

of this new account. I
_

- |
During our tests the following GSM modem was used (average cost: 30€) :
o N
-« Wavecom fastrack Q2303A » or « OSTENT Wavecom Q2303A » T = " e mmn @:1
o USB connection port : ttyUSB0 o T
o Connection speed : 9600 bauds ———

We detect some issues with Huawei E180, E220 and E372 (communication speed : 115200 bauds). They
randomly change their communication ports. Fabien LAFAGE write a post on the following forum :
https://adullact.net/forum/message.php?msg id=487161&group id=450

Managing the service
Insert a compatible GSM modem and wait at least 2 minutes for it to finish initialization. Then open the ACC
self-registration module.

~ AUTHENTIFICATION You can have access to the configuration of this module
b Créer un usager in the autoregistration entry.

»Editer un usager

b Créer un groupe
»Editer un groupe

Status of your device

:Imech:—i— w If no compatible modem is detected, L
¥ Activité the configuration page is disabled. | detected

»Auto enregistrement (SMS)

Before using the GSM A modem, test to send and to receive SMS with the SIM card (and PIN password)
in a “real” GSM phone.

When a valid GSM modem is connected, don't start the service before entering the “phone
A number” and the “PIN password”.

1 Cf: https://www.modemunlock.com
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Auto registration (SMS)

(¥ Rrefresh : 30 sec

‘ Status of your GSM MODEM (2G/3G/4G key) Port number and
connexion speed”

A GSM MODEM 'HUAWEI_Mobile(E220 HSDPA Modem / E230/E270/E870 HSDPA/HSUPA Modem)' is connected.
It has openned the following ports : /dev/ttyUSBO /dev/ttyUSB1

[Configuration [Current conﬁgM Phone number of the 3g key‘z)
‘Connection port to the MODEM ‘ Jdev/ttyUSBO v ‘ Modify _AfaeuityUSBO ////

Cennection speed to the MODEM | 115200 Bauds v | Modify | 115200 Ba

| — - i o= PIN code to unlock the SIM card

Phone number of the SIM card ‘ ‘ Modify +3365